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Objective 

 
The purpose of this White Paper is  
�  To describe the fundamental differences between the objectives and the topolo-

gies of industrial production networks and office networks.   
�  To demonstrate integration in international standards. 
�  To systematically demonstrate the wide range of secondary conditions governing 

industrial applications and to ascertain the resulting extensive demands on an in-
dustrial network and its topology.   

�  To describe the typical and elementary network topologies for industrial applica-
tions, i.e. line, star, tree and ring, as well as practical combinations of these to-
pologies.   

�  To discuss concrete sample solutions for a given network topology and compo-
nent selection process using typical industrial applications as example.   

�  To provide an overview of future developments for network topologies in Industrial 
Ethernet applications. 

�  To explain the meanings of common terms and terminologies. 
 
  
  
  
  
  
  
  
  
  
  
Publisher 
SIEMENS AG 
Group: Automation and Drives 
Subdivision: Industrial Communication SIMATIC NET 
P. O. Box 4848  
90327 Nuremberg 
 
 
Additional support:  
Please address any questions you may have to your Siemens contact at the agency 
or branch office nearest to you.  
 
You will also find SIMATIC NET on the Internet at 
 

    http://www.ad.siemens.de/net 

This symbol identifies references to SIMATIC NET products or spe-
cial SIMATIC NET solutions.   
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Introduction 

Since its creation in the year 1980, the Ethernet as we know it 
today has gone through many innovation cycles, and its excel-
lent market acceptance as a permanent standard for the office 
world makes it virtually impossible to imagine the world without 
it. Today, Ethernet is the Number One network in the LAN land-
scape worldwide with a share of over 95%, and it is still show-
ing an upward trend.  
For more than 15 years, SIMATIC NET has been offering pas-
sive and active network components for a standard-based net-
work that meets hard industrial demands – Industrial Ethernet. 
Originally used only for special industrial applications such as 
those for central controllers and control rooms, there has since 
been a strong increase in the use of Ethernet throughout virtu-
ally all industrial production environments. The advance of In-
dustrial Ethernet at the field level offers enormous productivity 
potential, including the use of a single common network infra-
structure and direct, transparent access from the corporate 
management level all the way down to the field level - the pro-
duction plants. 
  
While the network topologies in the building and office world fol-
low fixed standards and norms (EN 50173, ISO/IEC 11801) and 
claim application neutrality, the network topologies in industrial 
environments are essentially characterized by the special and 
largely hard demands of the relevant industrial application.   
The passive and active network components used in industrial  
surroundings must also be capable of standing up to the rough 
environmental conditions found in production environments.    
 
The variety of network configurations used in industrial envi-
ronments and propagated by different suppliers repeatedly gi-
ves grounds for discussion, and sometimes results in insecurity 
when it comes down to actually choosing a topology. The de-
mand for uniformity in office and industrial data networks is get-
ting loud for keeping planning-phase applications for industrial 
networks to a minimum. 
 
The object of this document is, among other things, to support 
the configuring engineer in the planning phase of an Industrial 
Ethernet network to be used in an industrial environment. The 
systematic mention of the manifold secondary conditions in in-
dustrial environments is intended to make it possible to identify 
the focal points for the relevant concrete application and to 
make the choice of a topology accordingly. A series of concrete 
implementation examples are explained using typical industrial 
applications and their special demands on networks and net-
work components, the purpose being to provide a wider over-
view of possible network topologies.  
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Even industrial networks are based on international  standards  

Communication in the office world and communication in a pro-
duction environment have different requirements. This is true 
for the application, the communication links, and therefore also 
for the network's configurations.   
An office network is based on set standards (ISO/IEC11801, 
EN50173) for office-related use, and extends itself in a star con-
figuration over one or more than one building. Both standards 
lay claim to application neutrality, i.e. the cabling supports a 
wide variety of applications resp. office applications and nor-
mally takes the form of full-coverage infrastructure cabling.     
In their configuration and implementation, industrial communi-
cation networks follow concretely the pertinent application, i.e. 
the relevant production facilities with their special and diverse 
demands on communication.  
Different evaluations of plant-specific demands such as high 
availability, real-time capability and determinism, low invest-
ment costs, investment protection through the incorporation of 
older plants or plant sections and integrated diagnostic and 
management mechanisms characterize the individual network 
solutions in industrial environments. The cabling is based on 
the concrete automation task because cabling with sufficient 
area coverage for the entire production facility, which is nor-
mally quite extensive, is too expensive.   
The network of industrial applications is often a component of 
the automation solution: diagnostics are handled by the PLC or 
directly by the HMI system, and not over a central network ad-
ministration as is the case at the office level.       
 

Current state of standardization 
 

Current standards for service-neutral office network topologies 
The international ISO/IEC11801 standard and its European  
counterpart EN50713 were born out of past developments in 
the field of proprietary network systems. Both standards now of-
fer service-neutral and structured building or multiple-building 
networks for office-related use, have great flexibility, and can be 
matched to different communication applications (such as LAN 
and telephony).   
Today, moving and expanding entire buildings, storeys or indi-
vidual stations no longer result in enormous moving and/or as-
sembly costs for high-overhead reinstallation or expansion of 
the network infrastructure. 
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Standardized structuring of  building networks 
According to the section of the ISO/IEC 11801 and EN 50173 
standards entitled "Application-neutral communication cabling 
system", an office network is divided into three segments: 
 
- The primary segment, which links the individual buildings, 

such as buildings on company grounds, with one another. 
Each building is equipped with a building distribution board 
which distributes the network throughout the building.   

- Secondary segment: rising area in the building, connects the 
individual floor distribution boards within a building to the 
building distribution board. 

- Tertiary segment: Floor network, horizontal cabling de-
scribes the networking of the floor from the floor's distribu-
tion compartment to the individual workstations.  

 
 
 
 

 

Structured building cabling system 
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Standards for industrial cabling systems in factories 
Today's European and international standards EN 50173 and 
ISO/IEC 11801 do not yet contain specifications on cabling sys-
tems in industrial networks and their requirements.  
Now that office and production are growing closer and closer to 
one another, standards must be created which take this into ac-
count. Network configurations must be adapted to meet the 
needs of industrial applications, and the components must be 
more accurately specified as regards requirements for their use  
(interfaces, type of protection) in rough industrial environments.  
 
To resolve these problems, a number of workgroups, both na-
tional and international (ISO/IEC, CENELEC, DKE, ODVA, 
PNO), have begun working to supplement the relevant guide-
lines and expand the applicable standards to include  industrial 
requirements.  
The result will be an international and European standard for 
industrial cabling systems which will supplement the existing 
ISO/IEC 11801 and EN 50173 standards to include industrial 
requirements. Until this standard has been completed and re-
leased, it is recommended that cabling be installed in accor-
dance with the specifications in the installation guidelines of the 
individual user organizations.  
Intensive cooperation from the representatives of these user 
organizations on international standardization ensures the 
compliance of the specifications in these installation guidelines 
with future standards.  
The objective of standardization is to create additions to the 
well-known Ethernet standard which will take into account the 
secondary conditions for automation and make optimal use of 
profiles. 
 
Industrial Ethernet based on international standards 
Industrial Ethernet makes a powerful area and cell network a-
vailable to industry which is based on international standard IE-
EE 802.3 for basic Ethernet communication and was expanded 
to include special industrial functions, thus ensuring complete 
compatibility with company intranets.   
The IEC standard also defines special profiles for communica-
tion in industrial environments, such as Ethernet/IP       (IEC 61 
784-1) and PROFINET (IEC 61 158).   
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PROFINET Installation Guide 
 
The ISO/IEC 11801 and EN 50173 standards created to cover  
the requirements of the office world do not fully cover the re-
quirements of industry. The new PROFINET Installation Guide 
expands these standards to include the requirements of indus-
trial networks.  
PROFINET is the innovative and open Industrial Ethernet stan-
dard (IEC 61 158) for industrial automation, and covers device 
communication from the field level to the management level.   
The basis for PROFINET networks, however, are the transmis-
sion characteristics for an Ethernet network specified in the a-
bove-mentioned standards.   
This means that PROFINET utilizes the proven standards from 
the office world and supplements them so that they also cover 
matters important to industrial applications: 
 
- Network topologies 
- Copper connection technology (IP20, IP65/IP67) 
- Copper cabling systems 
- Fiber optic cabling systems 
- Fiber optic connection technology 
- Simple installation guidelines, including grounding concept 
- Expansions for network components 
 
This makes it possible for the user to install a PROFINET net-
work without specialized knowledge of networks. 
 
The PROFINET Installation Guide is accessible to everyone 
over the PROFIBUS International (PI) homepage: 
www.PROFIBUS.com 
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Industrial conditions require Industrial Ethernet 

Network configurations and requirements for the off ice world 
Hierarchical trisectioning of switched networks  
Networks designed for the office world can include multiple 
buildings in the same complex, and extend over multiple sto-
reys in these buildings. Characteristic of this architecture is the 
strict star shape of the communication network for communica-
tion between distributed clients (e.g. desktop PCs) and the cen-
tral servers. The communication link is established when 
needed and terminated when data transfer has been com-
pleted. Client-to-client communication is extremely rare. Opti-
mized for these communication relationships, office networks 
have developed in the meantime into the switched networks 
with star/tree topology and hierarchical trisectioning (primary, 
secondary and tertiary sections) used today.  
 

 
Hierarchical trisectioning of office networks 
 
Few environmental demands on network components  
Active network components are housed in special, often air- 
conditioned rooms. The active and passive components need 
not fulfill any special requirements as regards mechanical com-
ponents, temperature or power supply.  
 
Flexible configuration of office networks 
The layout of a star network topology, i.e. of distribution com-
partments and cabling as well as of the maximum configurability 
of active network components, is determined by the acceptance 
of a specific number of network stations per unit area, initially 
independent of actual need. The network is specifically adapted 
for an optimum network load in dependence on the actual net-
work load requirement. It is thus possible to change or expand 
the number of network stations with little overhead and on a 
cost-optimized basis. Active network components for the office 
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world are distinguished by high port density and modular ex-
pandability, which contributes to the maximum flexibility of the 
office network.     
Objectives of the cabling technology used in buildings and of-
fices: 
- Saving costs for expensive and time-consuming post-

cabling 
- Low costs per port thanks to high packing density.  
 
Operation during high network load 
Not least because of their flexible configuration and architecture 
can office networks be operated with a medium-to-high network 
load. The usual office applications are able to cope with occa-
sional peak loads on the network without functional restriction. 
A rise in the network load usually becomes noticeable to the 
user because of a minor increase in the computer response 
time, usually attributable to the use of network applications such 
as the Internet.    
 
High availability for computer centers 
Redundant network configurations intended to increase avail-
ability are installed only in critical areas of the network, such as 
e.g. in computer centers or network configurations between 
buildings.   
 
Installation and maintenance 
Normally, the network is installed and maintained by qualified 
specialists.  
 
Management and administration 
Monitoring and management of the office network is typically 
handled by network specialists and administrators. Load limits 
can be detected early on, allowing preventive maintenance or 
network expansion to be initiated in good time. Thanks to its 
homogeneity, administration of the office network can take 
place according to uniform rules. 
 
Network expenditures as indirect costs 
In the office, however, communication networks are generally 
treated as general infrastructure investments, like desks or of-
fice chairs, which are normally allocated equally to all network 
stations as indirect costs. The same applies to ongoing mainte-
nance and service costs. Only in rare cases for reasons of prof-
itability are the costs calculated on the basis of those who in-
curred them.      
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Demands of the industrial community on communicatio n 
Application-specific network topologies 
In contrast to the standardized application-neutral office net-
work with its coverage of infrastructure cabling, the network to-
pologies in automation environments must be designed to meet 
the special demands of the relevant industrial application. The 
network topology, the number of network stations connected 
and the selection of individual network components depend on 
the structural design of the machines and plants:  
Star topologies are found in the case of small plants or ma-
chines. Linear networks are often installed in assembly lines. In 
the case of processes with high availability, in which interruption 
in the network would result in a cost-intensive production fail-
ure, redundant network topologies are installed.   
 
Modifiability of network configurations (flexibility) 
Growing competitive pressure in the automation sector requires 
the ability to respond with increased flexibility and speed to new 
market demands. Production plants and machines must be ea-
sy to expand and modify without having to interrupt production.   
Demands for easier expandability and modifiability have thus 
made them a matter of course for networks in the highly flexible 
industrial production industry.  
 
Operation with low network load 
In order to ensure flexibility in network expansion and be able to  
process any peak network loads without restricting the functions 
in the industrial application, the networks are designed and op-
erated as networks for low and medium network loads.   
 
Rough environmental influences on network and components    
- As a rule, the network components are installed in the rela-

tively small control cabinets . This has resulted in a de-
mand for more compact, space-saving network component 
design and flexible mounting of the devices on DIN rails or 
mounting channels as well as directly on a wall of the control 
cabinet or machine. The need for space in the control cabi-
net, machine or plant also leads more and more frequently 
to a demand for control cabinet-free mounting  of network 
components, i.e. versions of network components with a 
high degree of protection (IP65/IP67) must also be avail-
able.  

- The ambient temperatures  in production environments are 
very diverse and can be subject to rapid fluctuations. Typical 
operating temperatures of 0° to 60°C are required i n the 
control cabinets used in standard machine and plant con-
struction; special applications require expanded temperature 
ranges of from –20° to +70°, extreme applications r anges of 
from –40° to +80°.    
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- Industrial network components must be capable of with-
standing strong dynamic and mechanical loads  such as 
vibrations, impact, shock, etc. Typical examples are use in 
the immediate vicinity of motors, shafts, presses or punches. 
Special demands were placed on the connection system, 
which must ensure robust, reliable connections, as well as 
on simple and fast connection systems and on the replace-
ment of network stations or network segments. Tensile lo-
ads, flexural stress and crush loads can not always be 
avoided in rough industrial environments, and must be se-
lectively offset by the cabling and connection systems.    

- Other challenges for individual active and passive compo-
nents in automation environments as well as for the network 
system are electromagnetic requirements . On the one 
hand, the devices must not exceed a certain emission level 
in order, for example, to avoiding causing neighboring com-
ponents to malfunction. On the other hand, the network sys-
tem must be capable of withstanding the EMC loads in in-
dustrial environments without influencing any functions.  
High EMC loads are found, for example, in the vicinity of 
larger motors, transformers, converters or pulsed laser 
tubes. 

- Dust, contaminants and moisture cannot be excluded on 
network components which are outside the control cabinet, 
such as cables or connectors, and network components with 
IP65/IP67 protection. Direct contact with cleaning agents 
used in production environments, such as oils, alkali or other 
solvents, cannot always be avoided.  

  
Industrial conditions require perfect interaction   
Not only the active and passive network components them-
selves must be capable of withstanding a rough industrial envi-
ronment, but the complete network as system. The precise 
matching of all network components to one another, particularly 
the connection and cabling systems with the active network 
components, system interfaces and system connections (PCs, 
programmable controller) must interact perfectly in order to en-
sure network availability. 
Examples from industrial environments show that industry-
standard devices such as Industrial Ethernet switches are being 
used more and more as active network components. For rea-
sons of cost, cabling and connection systems from the office 
world are still often used which often prove to be the cause for 
network interference or loss of data.   
 
High network availability    
Even short down times in high-availability production plants, 
such as those in the automotive industry, result in immense 
costs because of the resulting production outages.   
The demands on networks used in the automotive industry the-
refore start with the highest network availability.  
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The probability of failure of individual components is minimized 
by the demand that the components have a high MTBF (Mean 
Time Between Failures).   
Mechanisms for preventive maintenance and early replacement 
of devices are intended to help avoid longer-term failures of 
network segments.  
The inevitable failure of individual network segments in a worst 
case scenario requires easy, quick and error-free component 
replacement in order to minimize downtimes.      
 
Easy commissioning, maintenance and service 
It must be possible to install a network in an industrial environ-
ment easily and without expert knowledge.   
Automation networks are normally maintained and serviced by 
commissioning engineers and service personnel, who also 
maintain the production plants and infrastructure. High de-
mands are placed on easy handling of network components in 
rough industrial environments as well as on fault-free processes 
for the replacement of failed components (e.g. coded connector 
pins: contacts, terminals, connectors, and so on) or on-site as-
sembly of cables. In sensitive production environments, these 
demands also include the avoidance of parts which could be 
lost when the components are implemented. Falling parts are 
generally annoying when one thinks, for example, of installa-
tions on platforms, ladders, etc.   
 
Integration in programmable controllers 
In production machines and plants, communication and pro-
grammable controller merge into a single unit. For the user, the 
network is a machine component, and is not perceived as being 
a network.   
 
Deterministic applications 
In the office world, communication between client and server is 
established as needed in order to take advantage of the dy-
namic use of available resources, and terminated when the 
data transfer has been completed. It takes quite a bit of time to 
establish these communication links, and bottlenecks and de-
lays result when too many clients log on to the server at the 
same time. In the automation world, this cannot be tolerated 
because the cyclic machining programs need the latest input 
data for the current machining step and output control com-
mands to other components.  
For this reason, permanent communication links are used in 
this case between the individual automation components. The 
advantage is that the resources required for communication are 
permanently allocated and immediately available, making it 
possible to immediately satisfy all communication needs so that 
the data reach the relevant components without delay.   
Networks without permanent communication links between au-
tomation components are operated at low to medium load so 
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that load increases can be easily processed without interrupting 
communication.    
 
Investment security  
In order to protect investments which have already been made, 
new networks must be capable of integrating existing communi-
cation networks without functional restrictions.     
A new, innovative product generation of network components 
must represent a compatible future development of the prede-
cessor components.    

 
Integration of wireless communication   
An important market success in the industrial products of tomor-
row lies in the readiness and availability of information, inde-
pendent of location and time. Thanks to mobile devices net-
worked via fast, wireless radio networks (Industrial Wireless 
LAN), processes can be made considerably more efficient. The 
apparent advantages of the simple and flexible availability of 
mobile network stations lends strength to the demand for the in-
tegratability of wireless solutions in an industrial network topol-
ogy.     
 
Security in industrial networks   
The use of integrated Ethernet configurations and Internet 
technologies in production environments results in certain risks 
as regards intentional or unintentional access which can have a 
negative effect on an automation network.   
Broadcasts or Multicasts like those used in e.g. office networks 
generate an unwanted network load in an automation network. 
PCs/PGs belonging to external maintenance and commission-
ing personnel represent a danger when it comes to infiltration 
with a virus or with worms, Trojan horses, etc.  
When planning production networks, a plan must always in-
clude an effective security concept with selective access control 
for the automation network or for individual production cells.   
 
Sector-specific approvals  
As must the relevant applications, network and network compo-
nents must fulfill high sector-specific demands.  Fail-safe appli-
cations and applications which can cause appreciable property 
damage require special approvals, for example in the shipbuild-
ing industry, in the transportation systems industry, in the power 
plant construction industry, in the petrochemical industry, and 
so on.   
 
Cost-determined selection criteria 
Last but not least, in industrial environments, economical sec-
ondary conditions such as the available investment volume 
resp. the required investment volume play a major role in the 
selection of a network configuration. Here, communication net-
works are assigned to a specific investment, e.g. the one for the 
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production plant, and therefore have a calculative effect on 
every single product. For reasons of cost, criteria such as un-
necessary ports, minimum space requirements, longevity, num-
ber of years for which spare parts availability is guaranteed 
(production time, for power plants in extreme cases 20, 30 
years and longer).       
In the office world, in contrast, communication networks are u-
sually treated as general infrastructure investment, like e.g. a 
desk or an office chair, which is normally allocated to indirect 
costs.      
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Fundamentals of the network topologies  

As described in detail in the preceding chapter, the networks 
used in industrial environments normally differ greatly from one 
another due to different secondary conditions and the demands 
of the relevant applications.  
In the end, however, all industrial networks are based on the 
basic structures of the network topology resp. represent differ-
ent combinations of the basic topologies.  
The following chapter presents an overview of topology, con-
figuration and characteristics of the network topologies.     

Line topologies  
 

Passive line topologies 
Passive network topologies are constructed of cables, connec-
tors and bus terminals which require no external power supply. 
Passive line topologies are distinguished by the fact that they 
continue to function when a terminal is removed.  
All stations share the bus cable, and therefore the available 
bandwidth, i.e. only one station can send or receive data at any 
given time. Such a topology is an example of the classic "Sha-
red LAN".    

 
Bus system with terminal link  
The network station is interfaced to the linear bus topology via  
a bus terminal and a connection cable. 
The network station can be plugged into or separated from the 
bus terminal; the bus continues to function independently in 
both cases ("hard-wired").  
  

 
Schematic : passive bus topology with terminal link   
 
A typical example in this case is the classic Ethernet bus, in  
which the network stations are connected via bus coupler 
(transceiver, sender-receiver) with an Ethernet coaxial cable. 
The bus cable is terminated on both ends with terminating re-
sistors. 
Individual bus segments can be connected to one another by 
means of active components (repeaters).   
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Sample application: Combination of classical Industrial Ethernet 
bus systems and terminating resistors 

 
 

Bus topology with bus link  
The network stations are connected to the bus cable by means 
of bus connectors. The bus connectors can take the form of 
tees or terminators.   
This network topology is called a 'daisy chain'.   
  

Schematic : passive bus topology with bus link   
 
Typical application: fieldbuses e.g. for process- and field com-
munication in cell networks with few network stations (PROFI-
BUS). 
 

 
Sample application: PROFIBUS DP configuration   
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Active line topologies 
Active network topologies are assembled from active network 
components such as repeaters, hubs or switches which require 
their own external power supply. Active network components 
connect individual network sectors to a line topology. When a 
network component is removed or fails, the topology compulso-
rily split into separate subsegments. The result: communication 
between the network stations on the two subnetworks would no 
longer be possible.     
Active implementations reproduce the passive models with new 
technology.  
 
Line topology with external active network components 
The network stations are interfaced to the linear network via 
separate, active network components such as repeaters or 
switches. In line topologies, the network component typically 
has few or only one connecting point for network stations. 
 

 
Schematic: line with external active network components 
   
Examples: - PROFIBUS station with OLM  

- Industrial Ethernet station with OLM / ELM  
  - Industrial Ethernet station with ELS TP40 

 

S
ample application: Active line topology with ELS TP40 
   
 
 
 
Line topology with internal active network components 



SIMATIC NET White Paper 
Industrial Ethernet Network Topologies  Juli 2005 

Copyright © Siemens AG 2005   
All Rights Reserved Page  20 of  56  

In addition to its actual technological function, e.g. as I/O field 
device, the network station resp. the terminal also contains the 
functionality of the active network component. 

 
Schematic: Line with integrated active network components 
 
Typical application: line topology with Industrial Ethernet sta-
tions, such as PROFINET field devices with integrated 2-port 
switch.  
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Star-shaped or tree-shaped systems 
 

Star topology    
Star topology is characterized by the use of a central star hub 
or hub resp. switch. The individual network stations are linked 
individually with the active network components point-to-point, 
producing star network topologies.   
 
Tree topology: 
Tree topology is formed into a network by hierarchical in-series 
connection of multiple star topologies. In practice, this may con-
sist of a combination of fiber-optics cables and Twisted Pair ca-
bles, depending on the demands placed on the individual 
transmission links.  

 
Figure: schematic representation of star – tree topology  
 
Typical application examples are the Ethernet office networks 
or the networking of production cells in the production plants 
over Industrial Ethernet. 
 

 
Tree-shaped networking of production plants 
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Ring topologies 
Ring topology is created by linking the two line ends of an ac-
tive line topology to a physical ring.  
 

 
Figure : schematic representation of a ring 

 
Token Ring 
A Token Ring represents one of the big classic LAN groups in 
which the network stations or nodes are connected "in series" 
and the first connected to the last to form a ring topology.  
The transfer of data within the ring is unidirectional. Access to 
the shared ring is controlled by the standardized Token access 
method.  
The Token Ring had its high point in the IBM environment of the 
mid '90s, and has little meaning today.     
 
FDDI (Fiber Distributed Interface) 
The FDDI network  was the first high-speed network with 100 
Mbit/s and integrated redundancy. The high point of the FDDI 
network was in the mid '90s.   
The FDDI protocol is an access method which was specially 
drafted for use with high bandwidths and for the introduction of 
a glass fiber ring topology comparable to the Token Ring topol-
ogy.   
FDDI was driven out by Fast Ethernet due to FDDI's high over-
head and expensive implementation.   
 
Ethernet as ring topology 
To increase the availability of the network, an active line topol-
ogy can be turned into a physical ring by connecting the two 
line ends.   
A special redundancy mechanism ensures that the ring topol-
ogy will normally remain a logical line so that no messages will 
circulate. Should the ring link or active network components fail, 
the mechanism ensures quick availability of a substitute link in 
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the ring. The network does not fall into two segments. The ef-
fects of a network component failure are thus limited to the fai-
led component and the terminals interfaced to it. When a ring 
link is interrupted by e.g. a wire break, communication contin-
ues to function without interruption.  
 

 
Sample application: Networking high-availability H systems 
 
More detailed information on ring topologies, particularly on the 
various ring control mechanisms, can be found in the White Pa-
per entitled ‘Fundamentals of SIMATIC NET Industrial 
Ethernet’.  
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Application examples for Industrial Ethernet   

Networking programmable controllers in a machine/pl ant   
Task description: 
Programmable controllers located in a control cabinet, i.e. one 
SIMATIC S7-400, one SIMATIC S7-300 and one HMI (Human 
Machine Interface) system, are to be connected to one another 
for the purpose of data interchange (e.g. to transfer data blocks 
or for program security purposes).  
 
Network topology 
The best topology for this example is an electrical star topology, 
i.e. each Ethernet station is connected to a switch (star hub).  
This simple, cost-effective network topology is generally suit-
able in cases of high station density, i.e. when there is little 
space between network stations (max. 100 m).    
 

 
Star network topology in a control cabinet with a SCALANCE 
X108 
 
 

 
 
Solution 
In this case, the optimal solution is a SCALANCE X108  un-
managed Industrial Ethernet switch as star hub. It can be 
mounted together with the S7-300 on the mounting channel. 
The individual network stations, i.e. the S7-400, the S7-300 and 
the MP 370, are each connected point-to-point with the SCA-
LANCE X108. TP cords with standard RJ45 connectors are the-
refore frequently used in the control cabinet.  
The connections to the network stations can be monitored via 
the potential-free signalling contact, which is activated by 
means of a Set button on the switch. The signalling contact 
could be integrated in the programmable controller's user pro-
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gram or used to directly control a fault light on the control cabi-
net.   
The SCALANCE X108 is configured with additional free Twisted 
Pair interfaces  
- In order to be able to connect a Field PG on site for diagnos-

tic purposes during servicing.  
- In order to be able to expand the automation solution to in-

clude an additional Ethernet station, for example an addi-
tional SIMATIC S7-300. 

- In order to network the star topology for remote access to a 
higher-order production network or with additional plant sec-
tions or machines (also see Expanded solution, below).  

 

 
 
Expanded solution 
If the automation solution is also to be interfaced to the higher-
order production network in order, for example, to utilize remote 
diagnostics mechanisms, a managed switch from the SCA-
LANCE X-200 line can be used in place of the unmanaged 
SCALANCE X108 switches.  
If the transmission link to the network is less than 100 meters 
and there is no particular EMC load on the cable, a SCALANCE 
X208 and an IE FC copper standard cable can be used. 
  

Star topology with additional FO link to higher-order network 
segment for diagnostic purposes. 
 
If the link to the higher-order network is more than 100 meters 
or the transmission line goes through production areas with a 
heavy EMC load, use of an FO cable and a SCALANCE X206-1 
with FO interface is recommended.      
In addition to the potential-free signalling contact, the managed 
switches of the X-200 series are equipped with several remote 
diagnostics mechanisms: they can be be directly integrated in a 
higher-order network management system via SNMP. Using a 
standard browser, one can connect directly with the switch's 
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Web-based management from any PC in the network and con-
figure or monitor the automation solution's network segment. A 
Send E-mail function makes it possible to send an e-mail to any 
station in the network when certain fault events occur.  
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PROFINET-compliant networking of machine control co mponents    
Task description: 
In a production machine, for example an automatic packaging  
machine in electronics production,  the automation components, 
such as a SIMATIC S7-300, ET 200 distributed field devices 
and an HMI (Human Machine Interface) system are to be inter-
faced to one another via PROFINET. The network stations are 
typically housed in a shared control cabinet or in control cabi-
nets which are interfaced to one another.  
 
Network topology 
To network comparable automation solutions (e.g. automated 
assembly machines, small production plants such as testing 
stations in the automotive industry), the electrical star topology 
is ideal, i.e. each Ethernet station is connected to a switch (star 
hub).  
This simple, cost-effective network topology is generally suit-
able when the station density is high, with little distance be-
tween network stations (max. 100 meters).   
 
 

 
PROFINET-compliant machine network    
 
 

 
 
Solution 
A SCALANCE X208 managed Industrial Ethernet switch with 
PROFINET diagnostics serves as star hub. The advantage of a 
managed switch in this PROFINET solution is the ability to out-
put diagnostic messages directly over the programmable con-
troller or the HMI system. The switch, like the other automation 
components, can be configured directly using STEP 7; no addi-
tional tools are needed.   
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The individual PROFINET stations, the S7-300, the ET 200S 
and the MP 370 are connected point-to-point with the SCA-
LANCE X208. Cabling is as described in the PROFINET Instal-
lation Guide, generally with an AWG22 cable, such as the IE 
FC standard cable, and RJ45 connectors such as the industry-
standard IE FC RJ45 Plug 180. No consideration need be given 
to whether cable is being laid inside or outside the control cabi-
net.   
 
The SCALANCE X208's free Twisted Pair interfaces can be u-
sed for additional functions:   
- In order to be able to connect an on-site Field PG for diag-

nostic purposes to the automation solution during a service 
call.  

- In order to be able to add additional PROFINET  stations to 
the machine, such as a VS 130-2 vision system. 

- In order to connect the star hub for remote access to higher-
order network segments (production network or other plant 
sections or machines). 
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Networking multiple production machines in a produc tion area   
 
Task description: 
Multiple production machines in a production area are to be 
networked with one another. The machines to be interfaced 
may themselves represent individual Ethernet stations or a 
networked automation solution with star topology.  
 
Similar applications   
- Production areas with multiple independent production ma-

chines, e.g. turning machine, cutting machine, etc. 
- Production lines with decoupled production cells such as 

PCBs and assembly lines in electronics production: 
Each production unit is equipped with its own material sup-
ply and backup system, i.e. a machine fault in a cell does 
not necessarily lead to a standstill of the entire production 
line. 

- Extensive production plants, such as assembly and testing 
stations in the automotive industry. 

- Foreman’s office, service centers, etc. 
 
Network topology 
Because the individual machines resp. plant sections work and 
are operated independently of one another, individual interfac-
ing of the production cells through separate Ethernet cables is 
appropriate here, i.e. star or tree topology. Functionally associ-
ated components, e.g. in a production cell, are connected to the 
same star point. A malfunctioning network station or interruption 
of a single supply cable does not affect the network or the other 
network stations.  
Interfacing of the individual cells to the central Ethernet switch 
(star hub) may be optical or electrical. In the case of short 
transmission links of up to 100 m and no increased EMC pollu-
tion on the link, easily and flexibly installed copper wiring can be 
used.  If transmission links greater than 100 m are required 
and/or the cables pass through an environment with a  high 
EMC pollution rating, fiber-optics cable should be used.     
 
     

 
 
Solution 
A production cell with its own star topology can be interfaced to 
a higher-order SCALANCE X208 Industrial Ethernet switch via 
a free electrical TP port (Twisted Pair); if the higher-order Indus-
trial Ethernet switch is a SCALANCE X204-2 or a SCALANCE 
X2046-1, the production cell can be interfaced via a free FO (fi-
ber-optics) port.  



SIMATIC NET White Paper 
Industrial Ethernet Network Topologies  Juli 2005 

Copyright © Siemens AG 2005   
All Rights Reserved Page  30 of  56  

Ideally, a modular SCALANCE 414-3E can be used as central 
IE switch. The corresponding media modules can be fitted with 
appropriate components if optical links are required.      
If necessary, the SCALANCE X414-3E can be directly inter-
faced to the corporate network.   
 

 
Tree network of production plants  
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Networking of a rigidly linked production line 
 
Task description: 
Production machines rigidly linked by a transfer line are to be 
networked with one another. Each machine to be networked 
can itself be an individual Ethernet station or a networked au-
tomation solution with star topology.  
To be rigidly linked means that there are no material buffers be-
tween the machines, i.e. the standstill of a line unit always re-
sults in a standstill of the entire production line.   
 
Network topology 
Line topology (active linear cascade) is the topology of choice 
for extensive linear production systems, particularly due to its 
cost-optimized cabling. An Ethernet cable runs along the pro-
duction line.   
The linear linking of the individual machine star hubs (switches) 
can be electrical or optical. If distances between machines are 
short, i.e. transmission links of no more than 100 meters and 
there is no increased EMC pollution on the link, easily and flexi-
bly installed copper wiring can be used. For transmission links 
of more than 100 meters and/or in cases where the cables run 
through an environment with high EMC pollution, the use of fi-
ber-optics cables is appropriate.  
   

  
 
Solution  
Line interlinking is possible over free electrical TP ports 
(Twisted Pair) or FO (fiber optics) ports on the production cells' 
Industrial Ethernet switch (star hub).  
For a purely electrical line topology (Example 1), unmanaged 
SCALANCE X108 or managed SCALANCE X208 can be used.  
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Electrical line topology with SCALANCE X108 
 
Unmanaged SCALANCE X104-2 or managed SCALANCE 
X204-2 are used for purely optical line interlinking (Example 2).  
 

 
Optical line topology with SCALANCE X104-2 
 
Unmanaged SCALANCE X106-1 or managed SCALANCE 
X206-1 can also be used for different electrical or optical links  
(Example 3). 
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Line topology with electrical and optical links  
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Networking of a high-availability production line w ith decoupled material flow  
Task description: 
Extensive linear production lines with production cells that are 
logistically decoupled from the material flow are to be net-
worked with one another. The machines to be networked can 
themselves represent an individual Ethernet station or an inde-
pendent networked automation solution with star topology.  
Each production unit is equipped with its own material supply 
and backup system, i.e. a machine fault in one cell does not 
necessarily lead to the standstill of the entire production line. 
Compared to a coupled line, the availability of the entire line is 
increased many times over.   
 
Network topology:  
The advantages of a linear layout in a production plant consist 
not only of cost-optimized cabling, but of a corresponding line 
network topology. A fault in the linear communication structure 
could cause the network to separate into two network seg-
ments, possibly leading to a plant standstill.  
For this reason, the right thing to do would be to connect the li-
ne ends with one another to form a redundant ring using an ad-
ditional cable run and activate a special redundancy mecha-
nism. The result is a significant increase in the availability of the 
network. Should a network component fail, only the network 
stations connected to it are affected, but not the other network 
stations. In the event of a cable break, communication contin-
ues to function without interruption. This makes clear why it is 
recommended that only functionally associated components be 
connected to the same star point (switch). 
When using high-speed ring redundancy, an Industrial Ethernet 
switch in the ring must be equipped with a redundancy manager 
function and must be configured as such.     
The transmission link in the ring between the star hubs (swit-
ches) can be electrical or optical, depending on the application.  
Copper wiring, which is easily and flexibly installed, may be u-
sed for transmission links of up to 100 meters which show no 
increase in EMC pollution. If transmission links of more than 
100 meters are required and/or the cables run through an EMC-
polluted environment, it is recommended that fiber-optic cables 
be used.     
 
 

 
 
Solution: 
 
Electrical ring  
For a purely electrical ring topology (Example 1), managed 
SCALANCE X208s can be added. Two of the eight electrical 
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ports are required to integrate the ring, leaving six TP ports for 
the network stations. A SCALANCE X414-3E is used as redun-
dancy manager. 
 

 
Configuration with high-speed redundancy in an electrical ring 
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Configuration with High Speed Redundancy in an electrical ring 
with SCALANCE X204IRT as redundancy manager 
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Optical ring  
Managed SCALANCE X204-2s with two optical and four electri-
cal ports are used for a purely optical ring topology. Four TP 
ports are reserved for the network stations. A SCALANCE 
X414-3E is used as redundancy manager. 
 

 
Configuration with high-speed redundancy in an optical ring 
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Hybrid ring with electrical and optical links 
SCALANCE X206-1s can also be used for a ring topology with 
electrical and optical links (Example 3).  
 

 
Configuration with high-speed redundancy in a hybrid ring with 
optical and electrical transmission links 
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Facilities-/machine-Network without control cabinet  
 

Task 
The central control of a production line in a control cabinet at 
the beginning of the line, has to be connected with local field 
devices in multiple processing cells of the production line. 
In order to save money and space, the local field devices are 
not based in a control cabinet. Therefore the high protection 
degree IP65 peripheral devices like SIMATIC ET 200pro come 
into operation. 

 

 
 
Solution 
Due to the linear production line an active line topology is a so-
lution, because of its cost efficient and space saving integration 
with low wiring complexity.  

 
 
 

Line topology without control cabinet with SCALANCE 
X208PRO and ET 200pro 

 
 
In every line module a high protection degree IP65 Industrial 
Ethernet Switch is implemented to connect the line segments. 
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The SCALANCE X208PRO can be mounted inside or outside a 
control cabinet. 
The X208PRO has additional ports to connect more Industrial 
Ethernet devices like e.g. HMI or devices to perform diagnos-
tics. 
 
 
For smaller production lines a star topology with high protection 
IP65 components can be built on. 

 
 

Star topology with high protection IP65 SCALANCE X208PRO 
and ET 200pro 
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Integration of a welding robotic cell with polymer optical fiber (POF) 
 
Task 
The local field devices of a welding robotics cell should be con-
nected with the central robotics control based in a control cabi-
net outside the cell. 
Due to the high degree of motion it is inevitable that the welding 
gun is setting welding points near by the Ethernet cables. 
A high EMV stress of the data line is the issue. 

 

 
 
Solution 
POF lines (Polymer optical fiber) are used to endure the EMV 
stress, caused by a welding gun, without any damage of the 
transmitted data traffic. A further advantage of the polymer-fiber 
is the easy termination of POF in the production field. 
An Industrial Ethernet Switch SCALANCE X202-2P IRT with 
data links for POF lines will be installed in the control cabinet of 
the robotics control. 
The local field devices ET200S for PROFINET which are re-
quired in the cell environment are also available with POF data 
links. Field devices ET200S with Twisted-Pair connectors can 
be accessed by a media converter SCALANCE X101-1POF. 

 
 

POF network of a welding robotic cell 
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Transport line with isochronous drives  
Task description: 
Real-time applications in the motion control sector which place 
high demands on the time response. Prerequisites for servo 
drive control in machine construction: 1µs jitter accuracy, 1 ms 
cycle time and guaranteed determinism.   
 

 
Networking of a time-critical motion control application 
 

 
 
Solution 
Based on PROFINET, the SCALANCE X-200IRT switches fulfill 
the real-time demands of high-performance motion control ap-
plications. For servo drive control, PROFINET  with isochronous 
real-time has the highest performance capabilities of any sys-
tem worldwide as regards determinism and isochronous mode. 
With a cycle time of 1 ms and jitter < 1 µs, 150 axes, for exam-
ple, can be controlled in isochronous mode while at the same 
time 50% of the bandwidth is available without restriction for IT 
communication.  
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Control room and plant networking in a process cont rol system (e.g. PCS7)  
Task description: 
In a process control system (e.g. PCS7), the control room and 
the individual plants are to be networked for high availability.  
 

 
Using the SCALANCE X-400 in a process control system, e.g. 
PCS7  
 

 
 
Solution 
Two SCALANCE X414-3E switches with extender (large num-
ber of ports) are used on the terminal bus in the control room. 
They are connected to an electrical ring with a transmission rate 
of 1 Gbit/s. There are several operator stations, which are di-
vided between the two switches in order to be able to maintain 
operator control of the plant should one switch fail.  
The connection between terminal bus and plant bus is made via 
redundant server. 
The plant bus is set up as optical ring and links the different 
plant sections to the servers. 
The SCALANCE X-400 switches without extender are used to 
connect high-availability SIMATIC programmable controllers (H 
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systems). Should a controller or a switch fail, the plant section 
remains operational. 
The SCALANCE X414-3E with extender (large number of ports) 
is used to interface controllers in a star topology. Failure of a 
switch is tolerated in this case. 
Thanks to the remote diagnostics mechanisms of the managed 
SCALANCE X414-3E switches, failure of a redundant compo-
nent is automatically detected and appropriate recovery meas-
ures are immediately initiated.   
The support of standard redundancy mechanisms from the of-
fice world, such as RSTP (Rapid Spanning Tree), which is pro-
vided by the SCALANCE X414-3E, makes it possible to inter-
face the industrial network itself to the higher-order network as 
redundant network. The use of limiting functions for the Broad-
cast load on these ports makes a switch disconnection between 
higher-order network and industrial application possible.     
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Linking existing PROFIBUS devices to Industrial Eth ernet  
Task description: 
Existing PROFIBUS DP Slaves are to be interfaced to  PROFI-
NET IO controllers. Access is requested to the process data of 
the PROFIBUS nodes from different corporate levels.       
 

 
Integration of PROFIBUS devices in PROFINET 
 

 
 
Solution 
As stand-alone component, the IE/PB Link PN IO forms the 
seamless transition between Industrial Ethernet and PROFI-
BUS. 
With the IE/PB Link PN IO as proxy, the existing PROFIBUS 
devices can continue to be used and can be integrated in a  
PROFINET application. 
The IE/PB Link PN IO can be connected as any terminal to all 
Industrial Ethernet topologies.  
 
Benefits 

·  Investment protection thanks to simple interfacing of  
PROFIBUS DP Slaves to PROFINET IO controllers 

·  Access to process data from all corporate levels 
·  Worldwide access to data on PROFIBUS nodes over In-

dustrial Ethernet and the Internet for the purpose of ver-
tical integration 

·  Optimization of a plant from one central location 
·  Loading of STEP 7 programs from one central location 
·  Manufacturer independence thanks to support of the 

PROFINET standard for distributed field devices 
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Integration of IWLAN for flexible diagnostics and c ommissioning  
Task description: 
In a complex production hall, flexible diagnostics and commis-
sioning of machines and programmable controllers is to be ma-
de possible in order to optimize workflow and avoid downtime. 
Mobile programming devices and Internet Pads are used for 
this purpose. A remote section of the manufacturing facility is 
also to be integrated in data communication. 
An automatic guided vehicle system has been installed in the 
production hall which had previously supplied the vehicles with 
data by means of sliding contacts. This solution, however, cau-
ses a lot of wear and tear and offers little flexibility for conver-
sion and modification of the routing for the vehicles. 
 

 
Wireless interfacing of Industrial Ethernet stations over IWLAN 
 

 
 
Solution 

·  Multiple Access Points (SCALANCE W788-1PRO) make 
it possible to implement an extensive radio network in 
the production hall. In order to ensure optimum cover-
age, the hall is first fully illuminated and the hop planned. 
Within the radio network, both the vehicles from the au-
tomatic guided vehicle system and the users of Internet 
Pads/programming devices can implement data commu-
nication with the machines and control components. The 
Industrial Wireless LAN's (IWLAN's) Roaming function 
makes it possible for the network stations to move freely 
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within the radio network and to be passed automatically 
from one SCALANCE W788-1PRO / W788-2PRO to the 
next. 

·  To establish a link with the remote part of the production 
facility, a Dual Access Point (SCALANCE W788-2PRO) 
is used each time. The point-to-point connection of the 
Access Points to one another is established via SCA-
LANCE W788-2PRO, whereby multiple 100 meter dis-
tances can be bridged with suitable antennas. 

·  The second radio card makes a radio network available 
at the location of the SCALANCE W788-2PRO in which 
mobile terminals can move freely and take part in data 
communication. Alternatively, the SCALANCE W788-
1PRO can be used in place of the SCALANCE W788-
2PRO. In this case, however, only the point-to-point con-
nection will be functional. In order for terminals to have 
access to the radio network, a second SCALANCE 
W788-1PRO would be required in this case. 

 
 
Benefits 

·  Reduction of maintenance costs thanks to wireless and 
therefore wear-free data transmission to mobile commu-
nication peers. 

·  Location-independent access to diagnostic and service 
data.  

·  Cost savings thanks to a single radio network for secure 
operation of a processor (IWLAN) in the case of both 
process-critical data (e.g. alarm message) and uncritical 
communication (Wireless LAN, e.g. service and diagnos-
tics). 

·  A high degree of investment protection, since all prod-
ucts are compliant with industrial standard IEEE 802.11, 
a standard which is recognized worldwide, and suitable 
for 2.4 GHz and 5 GHz. 

·  Fast commissioning of new plant sections thanks to re-
duced overhead for installation of the communication 
network. 

·  Cost-effective links to devices which are far away or al-
most inaccessible or which are located in an aggressive 
environment.  

 
 
You will find additional information on IWLAN in the White Pa-
per entitled "Industrial Wireless LAN". 
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Wireless system solution for monorail conveyors  
Task description: 
Construction of a monorail conveyor with a reliable radio solu-
tion in areas with poor conditions for such a solution. Sliprings 
should not be used.  
It should be possible to plan the hop using personnel not spe-
cifically trained for this task. 
 

 
Wireless interfacing over RCoax cable and IWLAN/PB Link PN IO 
 

 
 
Solution 

·  Use of leaky waveguide IWLAN RCoax cable, making it 
possible to control and decouple radio waves with 10 cm 
spacing.  

·  Use in IWLAN Access Points (e.g. SCALANCE W788-
1PRO) in accordance with IEEE 802.11b/g (2.4 GHz) 
and IEEE 802.11a (5 GHz), with data rates of up to 54 
Mbit/s. 

 
Benefits 

·  Reduction in maintenance costs thanks to wireless and 
thus wear-free data transmission to mobile communica-
tion peers 

·  Investment protection thanks to the integration of PRO-
FIBUS field devices in an IWLAN radio network. 

·  Optimally integratable in the monorail conveyor together 
with ET 200S; IWLAN/PB Link PN IO is featured as field-
proven enclosed Power Rail Booster assembly 

·  Simple, uniform configuration thanks to integration in 
STEP 7/NCM PC 

·  Savings on sliprings 
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Secure communication with protected automation cell s  
Task description: 
Modern automation engineering is based on communication 
and increased networking of individual production islands.  At 
the same time, the integration of all production components with 
the office network resp. the company intranet is becoming in-
creasingly important. The same applies to remote access for 
service purposes, the increasing use of IT mechanisms such as 
Web servers and e-mail on programmable controllers, and the 
use of Wireless LANs. Industrial communication thus interacts 
increasingly with the IT world and is now exposed to the same 
dangers that are so very well known from the office and IT 
worlds, such as hackers, viruses, worms and Trojan horses. 
This requires a security concept which is tailored to the specific 
needs of production environments, requires only a minimum of 
maintenance, and does without special expert knowledge. A 
concept which can master the special protocol landscape of in-
dustrial communication, and which is capable of coping with 
special environmental conditions. 
 

 
Secure communication between programmable controllers and  
SCALANCE S 
 
 

 
 
Solution 
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Security modules of the SCALANCE S family are intended spe-
cifically for use in automation but join seamlessly with the secu-
rity structures of the office and IT worlds. They provide security 
and fulfill the special demands of automation engineering, such 
as the easy upgradeability of existing plants, simple installation 
or minimum downtimes when faults occur.  
Different security measures can be combined with one another, 
depending on the amount of security required. Security mod-
ules SCALANCE S612 and SCALANCE S613 protect access 
and data transmission of individual devices or entire network 
segments (e.g. automation cells). 
 

 
Secure communication with SCALANCE  S 
 
Benefits 

·  Easy handling thanks to simple configuration; requires 
no special knowledge of IT security. 

·  Problem-free integration in existing networks. Neither 
must the network topology be changed or matched nor 
the network stations reconfigured. 

·  Communication can be protected independent from the 
protocol used (e.g. PROFINET, Ethernet/IP, Modbus 
TCP, HTTP, FTP, NTP, ISO, etc.) 

 
You will find additional information on SCALANCE S in the IK PI 
2005. 
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Example of a typical Industrial Ethernet topology c ombination   
 

 
Industrial Ethernet combination of ring-, star- and line topolo-
gies 
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Conclusion and outlook 

As the simple sample applications show, precise knowledge of 
the relevant marginal conditions and their focal points plays an 
important role in industrial environments as regards use of the 
relevant topology and in the selection of network components.   
 
With SIMATIC NET Industrial Ethernet, a standard-based net-
work is available which is optimized for the variety of demands 
posed by industrial communication. Industrial Ethernet has 
been defining the trends in industrial communication for almost 
20 years.  
With the new device generation SCALANCE, technical innova-
tions were tackled and integrated in future-oriented products 
which enable the creation of high-performance industrial net-
works, while at the same time investments in existing network 
infrastructures were protected through backward compatibility 
to previous device families.  
 
By looking into the near future makes it possible to identify addi-
tional trends:  

·  Increasing use of Ethernet technology at the field level 
as well as in time-critical applications (isochronous real-
time) such as motion control applications. Also included 
is complete transparency from the corporate level to the 
field level based on Ethernet standards TCP/IP.    

·  Special buses are continually being ousted by Industrial 
Ethernet, e.g. in power distribution and transportation 
systems.  

·  The integration of existing buses and communication so-
lutions (PROFIBUS, ASI) in Industrial Ethernet topolo-
gies through gateways or links.  

·  The integration of switching functionality in field devices 
and controllers further reduces cabling overhead and 
makes the use of Industrial Ethernet increasingly cost-
effective. 

·  In addition to pure data communication, voice data and 
picture data are also transmitted over automation net-
works; the required bandwidth is made available by the 
increasing use of Gigabit Ethernet and 10 Gigabit Ether-
net. 

·  The integration of wireless Industrial Ethernet solutions 
in the networks opens totally new fields of application for 
industrial environments with additional customer bene-
fits. 

·  New FO transmission media, such as POF, HCS, etc., 
enable simple FO use in productive areas with EMC-
polluted environments.  
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Glossary 

 
10Base2 Standard for the transmission of 10Mbit/s Ethernet over thin 

coaxial cables; segment length 185 meters 
10Base5 Standard for the transmission of 10 Mbit/s Ethernet over co-

axial cables (Yellow Cable); segment length 500 meters 
10BaseFL Standard for the transmission of 10Mbit/s Ethernet over glass 

fiber cables (Fiber Link) 
10BaseT Standard for the transmission of 10 Mbit/s Ethernet over 

Twisted Pair cables 
100BaseT Fast Ethernet Standard 
100BaseFX Fast Ethernet Standard for data transmission over glass fiber 

cable 
AUI Attachment Unit Interface, interface of the Ethernet bus sys-

tem between network station and bus coupler. 
Autosensing The capability of a device to automatically identify the data 

rate (10, 100 or 1000 Mbit/s) 
Bridge  A network component which connects network segments to 

one another. It ensures that local data traffic remains local, 
i.e. that only data packets sent to a network station in the o-
ther segment are forwarded by the bridge. Problems in a net-
work segment are limited to that segment. In contrast to swit-
ches, bridges can master only one data flow. 

Burst A briefly increased network load (data / message burst) 
Collision Domain In order to ensure the functionability of the CSMA/CD collision 

access process, the time allowed for a data packet to travel 
from one network station to another is restricted. 
This time period, in dependence on the data rate, is the basis 
for a spacially restricted  expansion of the network, the so-
called collision domain, which is 4520 meters for 10 Mbit/s 
Ethernet and 412 meters for Fast Ethernet. 
Multiple collision domains can be linked to one another by 
means of bridges / switches. Full Duplex enables expansions 
above and beyond the limits of a collision domain.  

CSMA/CD Carrier Sense Multiple Access / Collision Detection 
Collision access method on the Ethernet 

DTE Data Terminal Equipment 
A network station/terminal interfaced to an Ethernet network. 

ESM Electrical Switch Module; Industrial Ethernet switch with 
Twisted Pair connection system (Sub-D resp. RJ45) 

FC FastConnect, cabling system from SIMATIC NET with which 
cables can be quickly preassembled in the field 

Filtering A switch filters data traffic by the source and target addresses 
in a data packet. The switch forwards an incoming data pa-
cket only to the port to which the terminal with the corre-
sponding target address is connected. 

FDX Full Duplex 
FO Fiber optic(s) 
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Full Duplex The capability of a device to send and receive data simulta-
neously. Collision detection is deactivated for full duplex. 

Half Duplex A device can either receive or send data at one time.  
HCS Hard Polymer-Cladded Silica Fiber; optical fiber in which the 

core is made of quartz glass and the sheath of plastic 
HDX Half Duplex 
HSR High Speed Redundancy; ring redundancy with a fast recon-

figuration time < 300ms. From SIMATIC NET. 
Hub Active network component with repeater functionality; syno-

nym for star hub 
IEEE 802 Institute of Electrical and Electronics Engineers 

LAN/MAN Standards Committee 
IEEE 802.3 Institute of Electrical and Electronics Engineers 

Ethernet workgroup 
IEEE 802.3u Institute of Electrical and Electronics Engineers 

Fast Ethernet workgroup 
ITP Industrial Twisted Pair; particularly efficient shielded Twisted 

Pair cable for industrial use 
Load separation Due to filtering, a switch ensures that local data traffic re-

mains local, effectively separating a segment's local network 
load from the rest of the network. 

Media redundancy Redundancy in the network infrastructure (cables and active 
components such as OLM or OSM/ORM) 

OLM Optical Link Module 
Industrial Ethernet�  network component with repeater func-
tionality 

ORM Optical Redundancy Manager 
Controls media redundancy in an OSM ring 

OSM Optical Switch Module 
Industrial Ethernet network component with switch functional-
ity; is equipped with fiber optic and Twisted Pair ports 

PCS Plastic Cladded Silica: an FO construction in which the core 
consists of quartz glass and the sheath of silicone rubber. 

POF Polymer Optical Fiber, plastic fiber for FO 
RJ45 Symmetrical plug for data cables. Is also referred to as West-

ern Plug. Common connector used in telephone and ISDN 
technology, also used for office and industrial LAN installa-
tions.  

Router Active network component which controls data traffic based 
on the IP address. Routers have extensive filtering functions. 

SCALANCE Scalable Performance, name of the SIMATIC NET product 
generation for active Industrial Ethernet network infrastructure 
components. 

Signal propagation 
time 

The time a data packet needs on its way through the network. 

Shared LAN All components in a Shared LAN share the nominal data rate.  
Shared LANs are set up with repeaters / hubs. 

SNMP Simple Network Management Protocol 
Standardized protocol for the transaport of network manage-
ment information 
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Standby A method of redundant coupling of multiple subnets with fast 
reconfiguration times < 300ms. From SIMATIC NET 

Spanning Tree Proto-
col STP 

The configuration protocol for bridges specified in the IEEE 
802.1D Standard. In order to prevent the circling of data pa-
ckets in a meshed-connected system of bridges, various ports 
in the bridges are switched to stand-by. The result is a func-
tioning network with tree topology. In the event of a fault, the 
stand-by ports/connections are available as redundant con-
nections.  
The reconfiguration of the network using Spanning Tree Pro-
tocol takes several seconds, and is thus unsuitable for indus-
trial purposes. 

Switch, Switching A switch is a network component which has, in principle, the 
same properties as a bridge. In contrast to a bridge, however, 
the switch can establish multiple connections between ports. 
These connections are established as dynamic and tempo-
rary, depending on the data traffic. Each connection has the 
full nominal band width at its disposal. 

Triaxial cable The SIMATIC NET bus cable 727-0 is based on coaxial cable 
specified in the 10Base5 Standard (IEEE 802.3) except that it 
has been strengthened by a massive aluminum oversheath 
for industrial use. 

Twisted Pair Data cable with twisted-pair wires. The twist in the pair of wi-
res ensures favorable transmission quality and prevents elec-
tromagnetic disturbance. Twisted Pair cables are available in 
different qualities for different transmission rates. 

 


